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According to a recent survey conducted by

the ePolicy Institute in conjunction with
the American Management Association,
electronic message misuse is an increas-
ingly serious business problem. In the
United States, one out of five companies
has experienced litigation, fired an em-
ployee or suffered a security breach be-
cause of electronic messaging misuse.
And some industry estimates suggest that
more spam is sent than legitimate mes-
sages.

From a business perspective, exercising
control over this widely misused medium
needs to be a key element of proactive
risk management. Fortunately, electronic
message archiving and management soft-
ware and appliances are among the best
risk mitigation tools available for informa-
tion management. They decrease admin-
istrative overhead, automate the audit
trail and discovery retrieval processes,
establish safeguards to monitor and pro-
tect an organization’s information, and
relieve high-end computing resources
from the burden of processing unneces-
sary messages. These tools can easily
control misuse-related security issues,
from the inbound and outbound transfer
of company information (e.g., price lists or
other confidential content) to the sharing
of intellectual property (whether yours or
your client’'s). They also stop viruses,
spam, phishing and a host of other e-
fraud. Best of all, implementing an archiv-
ing solution tool can be one of the easiest
initiatives for an organization to imple-
ment.

But, as with any form of information man-
agement, the first step must be to estab-
lish a policy that covers employee usage
of electronic messaging mediums as well

s

Gazthersburg, MD ARMA Chapter

S5 e

as the storage of messages. Let’s face it; some
people think laws are made to be broken. Ef-
fective policies provide clear and concise
guidelines for sometimes vague or ambiguous
directives. Any policy program should have a
defined owner, formal communication and
education processes, an enforcement and
remediation plan, and a constant feedback
loop for review from start to finish. It also must
be documented and published, and designed
in such a way that it can be monitored (real-
time) and audited (retroactive review). An ap-
propriate use of electronic assets policy would
define to whom messages can be sent (the
end-user cannot control from whom they re-
ceive messages) and what can be contained
within the message (e.g., business purpose,
correct grammar, attachments, language, busi-
ness etiquette).

The next step is to develop management
guidelines regarding the creation, access, re-
tention and deletion of electronic messages
and other digital information. Such guidelines
dictate storage, location, replication, backup
and restoration, security, archiving, disaster
recovery and business continuity require-
ments. In turn, these requirements will dictate
operational and capacity requirements for the
supporting technology.

Management guidelines must be based on a
definitive understanding of what exactly consti-
tutes a business record and how all electronic
message mediums should be used. What mes-
sages should be kept, for how long and on
what storage tier? What business reasons
(regulatory, litigious or otherwise) dictate file
deletion? What are the legal requirements for
saving messages and for finding and providing
the right messages within a certain time
frame? How complex is the task currently and
how simple does it need to be?
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ARMA Gaithersburg January 2006 Meeting
“Living in the Present with your Papers”
Vernestine Laughinghouse, Absolute Organizing Solutions
Wednesday, January 11, 2006
Networking - 6:00pm, Dinner - 6:30pm, Presentation - 7:30pm

Location: Union Jack’s of Bethesda, 4915 St. EImo Avenue, Bethesda, MD 20814. Telephone: 301-
652-2561. Website: www.unionjacksbethesda.com.

Program Description: Vernestine Laughinghouse, president and chief operating officer of Absolute
Organizing Solutions, will present a program that promises to help records managers “get their own
houses in order.” Vernestine's company is a customized organizing and document management ser-
vice company serving corporations, small businesses, non-profit organizations and individuals in the
Washington, DC metropolitan area. She brings order and calm to disorganized lives by working one-on-
one with clients in the comfort of their office or home. In addition, she provides workshops and training
seminars on paper and data management, filing systems, and process improvement. Vernestine re-
ceived a bachelor's degree in Computer Science from North Carolina A&T State University and a mas-
ter's degree in Information Systems from Strayer University. She is a member of the National Associa-
tion of Professional Organizers (NAPQ), serving as treasurer of the local chapter.

Cost: Online payment with credit card, available until reservation closing time, $35 @
www.armamar.org/gmd; payment at the door, cash or check only: $30 members, $35 non-members,
$15 students (Student ID required).

Menu: The menu will consist of Traditional Pub Fare. Please choose an entree: 1) Fish n Chips: cod

flllet beer battered in Enghsh Ale, served with large English ChlpS 2) Bangers n’ Mash, two large Eng-
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