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Compliance: Part of the Business Process
— People want to do the right thing
— Make people confident
— Build compliance in without it being a burden

COMPLIANCE

N
INPUT » OUTPUT
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Topics

* A Little Background Information

o Specific Challenge Areas
— Infrastructure
— Training
— Storage
— Technology

RM Ops Mgr 1/18/2006 Page 3 of 20



@ Background

PHILIP MORRIS

USA

Over 200,000 boxes of records stored
— Paper and Microfilm/fiche

Large Diverse Employee Population
— 11,000 + employees (hourly & salary)

Factors that affect our RM Program

— Compliance requirements
e Laws, Regulations, and Business Requirements

— Litigation
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Infrastructure

Challenge

— Communication (large diverse population)

How are we addressing:

“» Compliance Leaders
» On-boarding Manual
» Law Info Sharing Sessions

** RM functional support structure

» Quarterly Forums
» CLP Courses
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How are we addressing (Cont’'d):

** Resources
» Webpage (Policies & Procedures)
» 4 The Record Live
» 4 The Record Biweekly Questions
 Intranet and Desk Drop
» Ask Records Management Mailbox
» Frequently Asked Questions
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Challenge

— The right training at the right time

How are we addressing:

“*RM Training Project Team (X-functional)
» Focus Groups
» Assessment Results
» Analysis (Training vs. Requirements)
» Project Management Methodology

RM Ops Mgr 1/18/2006 Page 8 of 20



PHILIP MORRIS

USA

ETEANI SRR TR
gl Lwngd Py

HELP WANTED

Wlljans | bbb skt [

s el icsarape |
. Lo Paceg a0
Felimdines i Balkide &

¥d

Project
Initiation

The Methodology

RM Ops Mgr

Project
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Project
Execution

Project
Close-out
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Challenge

— Storing different types of media

How are we addressing:

“*Building a Records Center
» Temperature & Humidity Controlled
» Security Classified Materials
»Vault (e-media)
»Boxed Record Management Workflow
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Technology

Challenge

— Build Records Control into process and system
design/retirement

How are we addressing:
“*RM Technology Group

»Examp
»Examp

“*Disposa
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e: Electronic Laboratory Notebook
e: System Retirement Board

Suspension System
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» DSS is a custom software add-on to Microsoft
Outlook that forwards selected e-mail and other
electronic files to a permanent litigation archive

» System is “user-centric:” users are prompted to
forward sent and received e-mails to archive, but must

apply disposal suspension rules

» Once user makes DSS determination, user may
generally either save or delete remaining Outlook copy
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&%| This is the file | was talking about - Message [HTML)

Mormal - Arial - 10

= = = a— u— =

File Edit  Wew Insert Farmat  Toals  Ackions Help -

EE=EE B R0 @e '3 v oo, & @,

To.., |J-:uhnsu:|n Bob
ce. ||

Subject: |This iz the file T was talking abouk
This is & test I Disposal Suspension System Pz|
Thanks
\_?/I I this a disposal suspended record?
Yes | Mo | Zancel |
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DSS for Sent Mall

* Yes/No menu pops
up for all e-mail when
user hits “Send”

* “Yes” adds DSS
archive as a “bcc” to
the message and any
attachment

* “Pop Up” also works
when e-mail sent from
within Word, Excel,
PowerPoint, etc.
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% | From Subiject Received
Employes, Katherine Re: Global Meeting Mon 106,200, ..

[

=

=) Zolleague, Paul Re: Global Meeting Mon 10j/6/200. ..
@ =) Yendar, Joseph RE: Here's the product information...  Mon 10/&/200...

e Malil from outside the Company is automatically
identified with a “?” through connection to HR and IS
lists of employees and email accounts

o Users must only determine disposal suspension status
of emails received from the outside, since sending
employee makes the determination for messages sent

from within
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File Edit ‘iew Favorites Tools  Actions  Help

I New -~ S ["'_," X CyReply fReply to Al W Forw d (=1DS5? ESEnd,l'Flegeive _%-;-Fi_nu:l %I,_q 2

b

» User highlights the “?” message (or a group
STTREpEespsRs ] of messages) and clicks on the DSS toolbar,

. which pops up the familiar “Yes/No” menu
‘.{J Is this a disposal suspended record?

L
Yes | Mo | Cancel |

» Clicking “Yes” forwards the message and
any attachment to archive

o “?” turns to a“Yes” (or a“No”) after user
makes determination

0ss Y [ |5 [@ From Subject Received
=) Employves, Katherine Re: Global Meeting Mon 10/6)200,.,
=) iZolleague, Paul Re: Global Meeting Mon 10/6)200,.,
Yes =) Yendor, Joseph RE: Here's the product information... Mon 10)6/200...
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M Disposal Suspension System &l

Disposal Suspension System

GENERAL DNSPOSAL SUSPENSION CATEGORIES
1. Smoking & Health (includes Addiction, ETS,
Fire Safety)

Research & Developrment
Cigarette Manufacturing Processes & Cluality
Contral

\:{/ I= this a disposal suspended record?

Ves |

Leaf Procurement & Blending

Advertizing, Marketing, Market Information &
Sales

Youth Srmoking Prevention, Cessation Support
& Corporate Responsibility Initiatives

Public Communications & Government
Regulation regarding Tobacco Products
(ncludes Taxation, MSA, Lobbying,
Caontributions)

Contraband Product (includes Counterfeit,
Smungling, lllegal Sales, Money Laundering)
Relations with other Tobacco Companies,
Industry Groups, Trade Associations or
Hesearch Organizations

10. Hecards & Information Management

This surmmany prowdes 3 guide for defermiming whether comesd PIF U5

CATEGORTES OF INFORMATION
SUBJECT TO DISPOSAL SUSPENSION

PHITIP MORRIS USA, INC.

REVIEW THIS CUMPILATION CAREFULLY!

USE THIS COMPILATION IN CONJUNCTION WITH ANY
ACTIVE NOTICES OF DISPOSAL SUSPENSION

recokds gre disposal suspended. & iz prowded for vowr convenience only apnd
does pof change existing Disposal Suspension Nofices, which are fhe
defintive sounce for deferminng whefher records are disposal suspended.
o e gy guesfions, piease refer fo fhe Rlecords Managemert websie

anl I Categones of Information Subjectto Dispozal Suspension”

or corfact pour Recomds Coomsdingtor or #he Docmerd & Reconds
Managemert Depariment.

Users can “drill down” from ——
the Help Screen summary

to a Compilation of all DSN’s

to each individual DSN
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F2 DSS - Send Files to Disposal Suspension

File Edit Preferences Help * D rag g I n g fl IeS I nto
Files selected ta be sent to DSS Adld Files Dropbox opens DSS

CADocuments and SettingshDaskophFolder\D ocument. doc menu b OX
C:ADocuments and SettingzhDeskiopFolder\Presentation. ppt

e User may send
additional files by
clicking “Add Files”

* When user selects
“Send to DSS,” files
Send to DSS are |nd|v|dually
forwarded as
attachments to
archive

2 Files
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D35 Drop b

« Each user’s desktop
has a DSS “Dropbox”
folder

 Disposal suspended
files can be dragged-
and-dropped into
Dropbox

PMLIT
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Open
Explore
Search. ..

Sharing and Security...
il WinZip

4

DSS for Other E-Fliles

] Compressed (zipped) Folder

[Lﬂ' Deskiop (create shorkouk)

_uk
Copey

Create Shorkcuk
Delete
Rename

Properties
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_J Mail Recipient
D My Documents
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* In addition to
Dropbox, users may
right-click on files
from Windows
Explorer and select
“Send To” and “DSS
Dropbox”

« DSS Dropbox is
used for electronic
files not circulated
by Outlook emaill
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QUESTIONS
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