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from Information Managment Magazine

If current headlines are to be believed, data
breaches involving electronic devices occur
with mind-numbing frequency. Stories about
missing laptops and stolen passwords appear
daily, yet a recent study debunks the conven-
tional wisdom that the majority of data
breaches occur electronically. The Security of
Paper Documents in the Workplace” study
commissioned by the alliance for Secure Busi-
ness Information (ASBI) reveals that most
breaches involve paper. In fact, 49% of re-
spondents whose companies have been af-
fected by a data breach said that one or more
of the breaches involved the loss or theft of
paper, not electronic, documents. Even more
surprising 80% of respondents polled indi-
cated their company had experienced one or
more data breaches in the past 12 months
alone.

Data breaches, whether via paper or elec-
tronic means, affect businesses of all sizes.
Of survey respondents who represent larger
companies, 46% estimate the annual financial
impact of data breaches within their organiza-
tion to be between $10 million to $30 million.

The survey reveals that all companies need to
more tightly control their paper trails through
stronger enforcement of security policies. For
example:

*  According to 56% of respondents, more
than 1/2 of their organizations’ sensitive or
confidential information is contained within
paper documents.

*  61% of those surveyed said there are not
enough resources and controls available
to secure paper documents.

*  57% of respondents reported that it is
more difficult to control access to paper
documents than electronic documents.

*  Nearly half (41%) of respondents are un-
certain whether their organization has a
strict policy in place for securing paper
documents.

The ASBI, a group formed to address these

issues and the need for awareness and edu

cation for a businesses and employees about

how to protect confidential information in the

workplace suggests the following actions to
protect your company and yourself from data
breach:

*  Shred all proprietary information with a
crosscut shredder.

*  Develop office guidelines for all employ-
ees that outline the proper procedure for
protecting sensitive information.

*  Keep all sensitive information and files
locked away and restrict access.

*  Ensure all company computers have the
most up-to-date anti-virus, anti-spyware
and firewall software. Protect wireless
networks with security settings.

*  Limit the use of Social Security numbers
in the workplace. Do not us SSN on em-
ployee 1.D. badges, timecards or pay-
checks.

*  Avoid leaving documents in communal
copiers, shared printers, conference
rooms or other open areas.

*  Memorize passwords, do not use your
date of birth for passwords and change
them often.

* At the end of each workday, log off com-
puters; file away confidential documents.

Certain departments within an organization
are at more risk due to inability to secure pa-
per documents including Human Resources,
Finance and accounting and Information
Technology, according to respondents.

TOP FIVE TYPES OF DATA AT RISK:

1. Employee Records (including salaries and
employee benefits)

2. Customer Information

3. Management accounting reports and
budgets

4. Marketing and sales reports

5. Pre-released financial data and forecasts
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MAY IS OUR CHAPTER SITE TOUR MONTH. You won’t want to miss this
one! Our chapter is traveling to Drayton Hall Plantation to tour the rich history
there provided by years of conscientious record keepers! Plan to be with us!
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Sherry Villeponteaux
Berkeley County Government
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Oh, the places we’ll go!
Mark these dates on your

Calendar and plan to join us >
May 20 Drayton Hall Plantation Site Tour
June 17 Cypress Gardens Awards Banquet

“We Turn Filing Space Into Office Space”

Kardex Filing and Storage
Kodak/Minolta Micrographics
Smead Filing Supplies
Our On-Staff Factory Library Bureau Shelving

Trained Technicians will SMI Systems Furniture Free Consultation And
install and service systems Dahle Shredders Space Planning

for the Life ofthe Product - gmeadlink Electronic Document Manage- Serving the Lowcountry
ment Software since 1930
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JOIN THE EXPERIENCE

LOOKING BACK......... Our meeting in April was great! Our chapter member s
came and rolled up their sleeves to help Iron Mount  ain shred documents
brought by the public. We had beautiful weather, |  ots of paper to shred from
the citizens of Mount Pleasant and lots of help fro ~ m our membership and
vendors! Thanks to all who supported the effort!
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DRIVING DIRECTIONS TO Sunflower Café 2366 AshleRiver Road and Drayton Hall PlantationFrom
North Charleston, take 1-526 towards Savannah to the first Ashley River Road Exit which puts you on Paul Cantrell Blvd.
At the first stoplight  ( Hospital on the left, Home Depot on the right) turn right and go to the first stop light which is Ashley
River Road. At Ashley River Road turn left and Sunflower Café is 2/10 of a mile on the right. Drayton Hall is beyond the
Sunflower Café in the same direction 3.8 miles on the right.
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